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Fast Growing, Solid Profitability
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Top Innovator
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#1 Cybersecurity
Company in the World

Leading Every Evolution
of Cybersecurity

v" Most Deployed
v' Most Validated
v' Most Patented
v Broadest Portfolio

30%

Huge Scale

450,000+

Massive Sensor Network

30+

Broadest Attack Surface Coverage
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NNTanpwadT yrpo3 nocTtoAaHHO MeHAeTcA!
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Network Security

Fortinet Security Fabric

Multi-Cloud Security

Device, Access, and
Application Security

. Open Ecosystem

FortiManager

KOMIMJIEKCHOE

BuaMmocTb M NoKpbITUE BCeX g . SEEUI CPErEans
BEKTOpPOB aTak Fabric Fabric
APls Connectors
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L ] “
UHTETrPUPOBAHHOE 4 B
lNpepnoTBpawieHue B3noma Ha ocHose U a
B YCTPOMUCTBAX, CETAX U NPUNIOXKEHUAX o rticlient @ | : { FortiGate VM
FortiNAC @ FortiCASB
1 FortiGate
ABTOMATU3INUPOBAHHOE
YnpaBneHue, opkecTpauumsa u pearupoBaHue 6e3
yyacTtusa yenoBeka FortiAP Fortiweb
FortiSwitch FortiMail
FortiToken FortiADC

FortiAnalyzer
FortiSIEM
FortiSandbox
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KomnnekcHoe peweHue Fortinet
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KntouyeBble TexHonoruu Fortinet Security Fabric
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YeknucTt uHTerpaumm Security Fabric Integration

ATpunbyTtbl Security Fabric

TELEMETRY
DEVICE LEVEL API

Fabric
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MoryT nn ycTponcTtBa, Bxogsawme B Security Fabric obwarbca apyr ¢ apyrom ?

FORTIVIEW
TOPOLOGY MAP

BugHo nu Bce yCTDOIZCTBa Ha TOMOSI0rM4ecKomn KapTe ?

FORTIMANAGER

Bo3mMoXxHO nn LUEeHTPaNmnM30BaHHO ynpaBidTb N MPUMEHATb MOJTNTUKN ?

FORTIANALYZER

Bo3mMoxxHO nn LEeHTPalmm3oBaHHO NoJjtydaTb OTHETHI U aHAITUTUKY ?

SECURITY RATING
AUDIT

BO3MOXHO N1 NPUMEHSATD NyyLlune NpakTUKK no HacTpomnke MCO ?

AUTOMATION
STITCHES

Bo3mMoXxHO N aBTOMaTU3npoBaTh cueHapum paboymx npoueccos Ha MCO ?

VULNERABILITY
SCAN

Bo3mMoxxHO nn CKaHuUnpoBaHUe yFISBI/IMOCTeI7| KOHEYHbIX Y3J/10B ?

ADVANCED THREAT

PROTECTION
SANDBOX

BO3MOXHO Nn 3aWMTUTLCSA OT Yrpo3 HYNeBoOro AHS ?

FORTISIEM
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Bo3MOXXHO N1 yBMAETb U NCMNOMb30BaTbh aHaNUTUKY Ansa yCTponcTB “He oT Fortinet” ?
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CepBuUchI 3aWmTbl OT KNbepyrpo3s FortiGuar
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. . . FortiGuard
Security Rating Service Threat
Intelligence
: TIYYLWWUE MUPOBbDIE NMPAKTUKX MO MHOYCTPUN

° KOJ'IJ'IeKLI,I/IFI JTYHLWKUX NPakTuKk ot
3aKa341KOB
* [lpnmepsl
BesonacHocTb naponen
[Moporun cpabatbiBaHMS MNOMbITOK BXOAa
JlornposaHue Ha FortiAnalyzer
Mcnonb3oBaHme 2-x doakTopHOM ayTEHTUMKaALMN

Cucrema CpaBHUBAET COOTBETCTBNE BCEM
nyuwnM npakTnkam

[TpuopuTtesnpyet HaugeHHoe No YPOBHIO
Ba)XHOCTU OT KPUTUYECKOWN 0 HU3KOW

[ocTynHbl ObICTPLIE NPeceTk! Angd
HaCTPOWKM

FortiGuard
Updates

354 Passed 25 Low -Medium 31 High 22 Critical
F:==RTINET
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PenTunHr 6esonacHoCcTu n cpaBHUTESIbHbLIN aHANu3

S2 FortiGate VMé4  Level2 downstream D - £ @ 8- (@ admin-
@& Dashboard > Security Rating
*& Security Fabric v Control Results  of Failed Security Cont fic s
Physical Topology ; edium E::::E“
Logical Topology empt ‘
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6e3OI'IaCHOCTl/I Automation SMB 1-256 endpoints
Settings
CpaBHEHWE C aHarorMyYHbLIMM1 , _ I
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WHOYCTPUN MO NPOLEHTUNAM ork arc Failed || [ Export
£+ System Compliance / Devices Result Security Control Details
% Policy ] Audit Logging & Monitoring (AL) @
I_IpeID!CTaBneHme rpa(bMKa TpeHIDIOB @ Security Profiles ’ tralize ing &R ing = Level2-downstream-D
8 VPN
ﬂyTeM HOJ'lyqel'!Vlﬂ NCTOPUNHECKUX Devic
OaHHbIX 13 FortiAnalyzer = WiFi & Switch Controller

[= Level2-downstream-D

Ll Log & Report

@& Monitor

[= Level2-downstream-D

[= Level2-downstream-D
0 support the
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ABTOMaTM3aLMs NPOLECCOB Auomation  {ipy

clclolols ¥olelele

System Threat User & Device External Adjust

Events Alerts Status Inputs N eEtel Reports Quarantine Configuration

TRIGGERS AUTOMATED ACTIONS

RESPONSE

= ABTOMaTU3nNpoBaHHble onepauun (stitches) ncnonb3yroT Tpurrepsl
Ons BbINONMHEHUSA OEUCTBUN
» Jlerko cosgaroTca ¢ NnoMoLLbio rpadonyeckmx NOMOLLHMKOB (wizard)
» PaboTaloT ¢ KoMnoHeHTaMu BHYTpuU Security Fabric
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'nyb6okas nHrerpaumsa ¢ nomowbro Fabric Connectors

@ Dashboard
NX Security Fabric Public SDN

Physical Topology
Logical Topology
Security Rating

Automation Amazon Web Microsoft Google Cloud  Oracle Cloud AliCloud
Settings Services (AWS) Azure Platform Infrastructure
(GCP) (OCl)

Fabric Connectors
& FortiView ’ Private SDN
4 Network

£+ System
B Policy & Objects
& Security Profiles

Kubernetes  VMware ESXi VMware NSX OpenStack Application Nuage
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O VPN
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bl Log & Report SSO/Identity
rMyOOKy0 MHTErpaumio

EEENOIOICIOIOIO

FortiClient FortiNAC Fortinet Single Symantec Poll Active RADIUS Single
EMS Sign-On Agent Endpoint Directory Sign-On Agent
Protection Server

CyLuecTBytoT pasHble Tunbl Fabric
Connectors

Threat Feeds

A
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FortiGuard IP Address Domain Name Malware Hash
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Bce oHu pgoctynHbl Yepes GUI
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MynbTnobna4yHble KOHHEKTOPbI 6e30nNacHOCTH
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[MTapTHepcTBO B nporpamme Fabric Ready

Fabric

Ready @

Partners
CLOUD SDN ENDPOINT MANAGEMENT
. Nons BROCADE=3 o], : CARBON
WS amazon e Attivo  BLACK €'algosec
W webservices™ _ ; | Amwvoun suoroirs FIREMOQN
& Google CloudPlatform it nuagenetworks U HcAfee_ | %
ORACLG@ — NEC Together is power. SerV|CenUW t '
. £ openstack. : . urin
Microsoft Azure @ SentinelOne-  fy .
—_— — vmware - BACKBOX ‘ O
EE== ARISTA @Symantecm ziften
Security/SIEM IOT/OT/NAC IDENTITY TECHNOLOGY
@Quays @ Busecurty =N ERADFORD & Centrify s ADVA
: / D 18y 1H1 Vr |
Hewlett Packard c CYBERARK' el ) |'IU!II'I==@
Enterprise ForeScout @_) CLOUDIFY
MERe g cyglass § NozON! (intel) €2 Sonus

—— WhiteHat ‘p Phantom’

S Pulse Secure*

s CYBERARK’

® VERISIGN’
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FortiAnalyzer — Coop noroB n aHanus B Security Fabric

Top Threat Destinations - Last 30 Minutes B Top Sources - Last 30 Minutes L

@ oo @B O

» ABTOMaTtn3npoBaHHOE
yrnpasneHne roramum u — —=
aHanus yrpos B real-time -

" YnpoLleHne
paccnegoBaHug
NHUMNOEHTOB, YCKOPEHME
pearnpoBaHus Ha S
NHUWNOEHTbI |

s 8E88ES
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FortiManager — LleHTpanu3oBaHHOe ynpaBrieHMe U pa3BepTbiBaHue

Device Manager ~ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgt62 [ @ ‘ admin v
i+ Install Wizard L& Per-device Management

Edit SD-WAN

& Monitor Device FGVMO020000155864 {root)

SN-WAN Status

E:E Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:adoms0 ©3 @ L1 %adminv

ADOM: FG60 |

B Policy Package v~  hinstall ~ & ADOM Revisions #£% Tools v  # Collapse All = Object Selector v

Database

E Q Create New v [#Edit~ Tl Delete [ Section~ #& Column Settings ~
+- 3 default
- Packages From To Destination Schedule Service Users Action  Security Profiles

149 _root te Edany & port9 Bal [@ always ALL @ Deny
IPv4 Header Policy : badbuild & port8 2port? I authgfxms &all [@ always ALL @ Deny
|Pvé Footer Policy shadowing 2 port7 2 porté & authgfxms & google-play [@ always ALL_ICMP Accept & certificate-inspection
IPv4 Virtual W’ircIPair Policy 2 porté 2 port7 I google-play I swscan.apple.com ALL_TCP

IPvé Policy @ ALL_ICMPé
NAT4é Policy ALL_UDP
NAT&4 Policy FTP

Proxy Policy

matching [© always ALL @ Deny m
IPv4 DoS Policy

IPv6 DS Policy malade 0@ always ALL Accept &) certificate-inspection
IPv4 Interface Policy
IPvé Interface Policy 5 Implicit i ; d » always LL @ Deny
Multicast Policy Deny
IPv4 Local In Policy
IPvé Local In Policy
Traffic Shaping Policy
Installation Targets
+- & FortiGate-VM64
+- [l Root
+- Il zCDOMm
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FortiSandbox — 3awuTta OT Yyrpo3 HyneBoro AHA Ton-ypoBHA !

* PopgHasd uHTerpauusa n Hanuvne |
OTKpbITOro API | it ia0e2219

Jul 11 2018 06:22:21-0700 . A4\
267776 (bytes)

» [poBepka 0GBLEKTOB OT Security  fE e -

45018047 ced 930 78505 7cc 70415204

Fabric 1 CTOPOHHMX yCTPOCTE | r oot

BO3MOXHOCTb NMOAENUTHLCH o o i
nHpopmaumen od obHapyKeHHbIX | W s e
yrposax B peanbHOM BpeMeHHU s it
ONns He3amMeanUTENbHOro - "‘ w”mm

pearmpoBaHns € LENbIo i DO st 9
npegoTBpaLleHnst aTaku
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FortiSIEM - Security Information and Event Management

* BbbicTpoe oOHapyxeHne u
pearmpoBaHne Ha UHLMAOEHTbI

* YnpaBrneHne n MOHUTOPWUHT
B6es3onacHoCTH,
NPON3BOANTENBHOCTU U
COOTBETCTBUA TpeboBaHUAM
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Donut Chart - Firewall Event Types

FortiGate-appctrl-ips... (9%)
ASA-302021, Teardown ... (Q%ﬁ ‘ /\ForﬁGate-(rafﬁc-den... (8%)
_\/—FoniGa(e-lrafﬁc-all,.. (7%)

- ————FortiGate-traffic-clo... (7%)

“;‘ASA%OZO‘IS, Built UDP... (5%)
NN -ASA-302016, Teardown ... (5%)
ASA-302013, Built TCP... (5%)
ASA-302014, Teardown ... (5%)
Juniper-SSG-traffic-d... (4%)

ASA-302020, Built ICM... (9"/0)\

CheckPoint-permit-tra... (28%)——/

Trend Bar Chart - Firewall Event Types

10000

8000

apEENEg

6000 e 1 | H |} “ | i B g
4000 i

2000

0o

07:55 08 AM 08:05 08:10 08:15 08:20 08:25 08:30 08:35 08:40 08:45 08:

CheckPoint-permit-traffic, Permitted IP traffic by policy
ASA-302020, Built ICMP connection
ASA-302021, Teardown ICMP nection
| FortiGate-appctri-ips-pass. FortiGate appctrl ips pass
I FortiGate-traffic-denied. Denied traffic
D FortiGate-traffic-allowed, Permitted traffic
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ASA-302013, B

Juniper-SSG-traffic-deny, Denied network traffic
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Security Fabric Topology View

FortiGate VM64-KVM aharris-doc

@ Dashboard
NX Security Fabric

Physical Topology

Logical Topology
Security Rating .y =] E'.'p‘h =

Automation Internet~
Settings
Fabric Connectors
I FortiView
4 Network
£ System
B Policy & Objects
& Security Profiles
O VPN
& User & Device
= WIiFi & Switch Controller
Ll | og & Report
€& Monitor

Security Fabric: fabric

= [©

=

®

aharris-doc
({Fabric Root)

- o @ L@ ‘ aharris ¥

P b el No Access Device | | Device Traffic | @ now~
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Threat Intelligence
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FortiGuard Threat Research & Response
[MoGarnbHbLIM LIEHTP 1CCIeaoBaHUA U pearmpoBaHUs KMoepyrpos

I n o 6 an b H aﬂ i o
12
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™ s
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Region Name FG Count Total Top Countries Top Names Top Serials

» [nobanbHasi ceTb paHHero B O - N O - .
Asia 37,908 9,486,462
I-I p eﬂyn p e)'(ﬂ e H M ﬂ North America 38,388 8,070,291 Country Code Country FG Count  Total Name FG Count Total Serial ID Unique Names Total

Europe 11,471 3,187,615 us United States 38,156 7,165,008 JsINemucod ANOItr 4,229 1,222,870 11914 288 158,740
Africa 521 461,738 TR Turkey 1,183 611,604 JS/Nemucod. AOT!ir 6,873 854,760 16851 30 150,668
South America 1,487 305,924 CA Canada 1,375 409,926 Wh/Agent. BIC!r.didr 10,340 851,746 44597 6 112,456
Oceania 802 177,982 DE Germany 1,558 365,218 WM/Agent. BOJitr.didr 6,945 765,617 1683036 21 110,820
Region 1 759 169,107 ES Spain 736 261,270 HTML/Refresh.BCltr 6,917 670,939 16741 8 108,568
BE Belgium 556 231,435 JS/Nemucod.DRY !tr.dldr 4,845 610,478 220740 7 106,719
GB United Kingdom 802 172,319 JS/Nemucod.25AQ!r.didr 5,525 552,970 686 17 103,348
GR Greece 109 161,592 WM/Agentltr 5,731 518,566 1712873 8 101,867
T Ialy 733 130,122 JS/Nemucod.0971!tr 2,548 367,988 13025 12 101,853
FR France 1,145 129,444 Adware/AdExchange 7,893 230,832 13922 9 100,723
b Total
ola
4

3.5G

» 3G

s P 2.5G

k g 26

’ 15G

15

i > S00M

0.0 50 410 3.9k 17k 190k 1.6M 8.2M 98M o

June Juky August September October MNovember December 2017 February
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MapTHepcTBO FortiGuard Threat Intelligence

\
| N Gy,
-&5- == \ AN FRAN( :
WI (7 .4 CISCP ELECTRONIQCRIMES
4 I NCEIC ) § TASK CE
AGENCGCY W /¢ & NCCIC v
NATO Communications and Information Agen o = 4 .
gence OTAN d'information et de communicati
p———

L 3
= UtNGgM s DERT-EU &% US-CERT :,certego
TemE—— CE e UNITED STATES COMPUTER EMERGENCY READINESS TEAM

team | for the EU institutions, bodiea

RT 0 =riEE L

MITRE \‘Yi MALWARE ﬁﬁd -
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CYBER
() THREAT
ALLIANCE

2 Microsoft C &  sTix oassa [TAXN]

Adobe s =B 09 - /=
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CepBucsl FortiGuard Services gnga FortiGate

Enterprise Bundle
(IPS/,L{CII-'\QVBS(?t(\j/\IIIe: S (UTM + FortiSandbox Cloud + Mobile Malware)

Industrial
@ Services
Threat Protection Bundle
(IPS/AC, AV, Bot)
Web
Filtering SCADA
AV / Botnet Internet IPS/App Mobile Malware/ IPS and APP

DB Service DB Control Cloud Sandboxing o]

AV Ext
IPS/APP Malicious

AV Active URLs
AV Xtreme

Deployment Mode # Ports and Speed

Edge, Internal Segmentatipn, Data Center, 100G, 40G, 10G, 1G, Wi-Fi, 4G/LTE
Branch and Virtual
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NMNoanucku FortiGuard gna FortiGate (2020Q1 Bundles)

1. 24x7 plus Advanced Services Ticket Handling 2. Available when running ForiOS 6.2

AN

FortiManager Cloud 2

FortiAnalyzer Cloud 2

SD-WAN Cloud Assist Monitoring 2

SD-WAN One Click VPN Overlay 2

FortiConverter Service

Industrial Security Service

FortiGuard Security Rating Service

FortiCASB

FortiGuard Anti-Spam Service

v
v
v
v
v
v
v
v
v

FortiGuard Web Filtering Service

FortiGuard Advanced Malware Protection (AMP) - Antivirus, Botnet
IP/Domain Service, Mobile Malware Security, FortiSandbox Cloud, Virus
Outbreak Protection Service and Content Disarm & Reconstruct

FortiGuard IPS Service

FortiCare (incl. Internet Service DB, Client ID DB, IP Geography DB,
Malicious URL DB, URL Whitelist DB) + Application Control

Advanced o :
Threat Unified Enterprise

, , 360
Bundles Protection Protection Protection e

(ATP) oY) =)
FERTINET




Ceptundumkaumuna no tpedbosaHnam ®CTIK Poccun

CHCTEMA CEPTUOUKALIVINA
CPE/ICTB 3AILIMTHI TH®OPMAILMH

110 TPEBOBAHHSAM BE3OIACHOCTH HH®OPMAILIHH
Ne POCC RU.0001.016H00

CEPTUDPHUKAT COOTBETCTBUA
o 4222

BHeCceH B roCyAapCTBeHHbIN PeecTp cueTemsl cepraduKaipm
CcpeAcTs 3ammTsl Mudopmaru 1o Tpebosanmnanm GesonacHccTy uRpopMaLH
11 despans 2020 1.

Buytan: 11 despans 2020 r.
Jeitcreurenen po: 11 pamn 2025 .

Hacrosupii cepriduxaT yA0CTOBEPALT, YTO MPOrPaMMHO-aNNAPaTHLIN KOMILICKC
«FortiGater, GynKumonnpylomuit nog ynpaniennem onepaguonnoil cucrems: FortiOS
pepcun 6.X, paspaborannii kosmanueit Fortinet # npoussogimsii AO «HUL», sewmercs
MPOrpaMMHO-aNNApaTHLIM  CPEACTBOM  3alMTH  OT  HECAHKIHOHMPOBAHHOIO  AOCTYNA
K uadopMaipet, He CoAepKau(eH CBeACHHH, COCTARIMIOUMX rOCYAApPCTBEHHYIO TaiRy,
peaH3yIOnM  QYHKIHH CHCTEMLI ODHAPYXeHHA BTOPXKEHHH M MEKCEeTeBoro JKpana,
coorsercrayer Tpeboparam no 6e30NacHoCTH HHGOPMALIHH, YCTAHONTEHHLIM B JOKYMEHTAX
«Tpebosanns X mexceresnim akpasas» (PCTIOK Poccun, 2016), «IIpodwuis saugmr
MEKCETEBLIX IKPAHOB THNA A YeTBepToro Kiaacca sauuru., HT.MI.A4.113» (PCTIK Poccusn,
2016), «llpohunb 3aUMTEI MEXCETEBHIX IKPAHOB THNA B ueT3eproro Kacca 3aufHTbL
UMD 1 TOK Poccun, 2016), peGosanua K cucremam obHapyxenus
BTOPKEHH Pocenu, 2011), «Tipodis 3amprsl cucren oGHapYyKeHHR BTOPAKeHII
VPOBHA CeTH reeproro Knacca saurel. MT.COB.CAI3» (®CTOK Pocoum, 2012)
rpH BHINO/THEHHMH )'KHJRHHﬁ no IRCTUTYaTanpmM, TNTPHBELEHHBIX B tbopuynﬂpc
LITHB-26.20.40.140-011 ©O.

Cepruuxar BAH HA OCHOBAHMM TEXHMWECKOro s3axmiouesmn or 18,12.2019,
OQOPMACHHONO MO PEIVALTATAM  COPTHOHKALMOHHLIX  HCTILITAHMH  MOIILITaTeIbIOoM]
aboparopueit 000 «MHAT» (arrecrar AKKPEAMTA (MU or 27.02.2018
Ne C3K1 RU,0001.015M00.B027), # 3xcnepTHoro saxmovenus or 27.12.2019, opopmnensoro
opratom mno ceprupuxamgpm PAY «HUMH [T3H PCTOK Poccuu» (arrecrar
axkkpeanTaipu or 05.05.2016 Ne C3W RU.0001.015M00.A002).

3assurens: AO «HML»

Aapec: X fockea, Hayunuiit ipoeaq, A. 6, o1, 1, nom. 1, xom, 32
Tenedon: (495) 204-2086

3AMECTHTEJIb JMPEKTOPA ®CTOK POCCHH

Sy

B.Jhworukos

MogaenbHbIn paa.

FortiGate-30E-LENC
FortiGate-60E-LENC
FortiGate-100E-LENC
FortiGate-301E-LENC
FortiGate-501E-LENC
FortiGate-1500D-LENC
FortiGate-2500E-LENC
FortiGate-3960E-LENC
FortiGate-3980E-LENC
FortiGate-6301F-LENC
FortiGate-6501F-LENC
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